
Security and Safeguards Division Office

PLEASE NOTE:   TO OBTAIN THE ATTACHMENT NOT IN THIS E-MAIL MESSAGE,
    DOUBLE CLICK ON THE FOLLOWING URL ADDRESS:

     HTTP://S-5.LANL.GOV/CELLPHONE/DOE-ALCellularTelephoneRestrictions.pdf

SUBJECT:  LANL CELLULAR TELPHONE POLICY

In the attachment at the Web address above is a new detailed DOE Policy governing the use of cellular
telephones.  Based on the potential for exploitation of hidden vulnerabilities associated with cellular
telephone technology, DOE Headquarters and DOE Albuquerque have implemented the policy effective
March 1, 1999.

On March 1, 1999, all cellular telephones and two-way pagers (which are limited capability cellular
telephones) can no longer be used in LANL Security Areas, or within 50 feet of the security area
perimeter. Government-owned cellular telephones may be introduced into Security Areas, but the unit
must have the battery removed prior to entry and at all times while in the Security Area.

All UC and LANL subcontractor personnel that are accountable for LANL cellular telephones must
execute a new rules-of-operation form by March 1, 1999.  This form may be found at
http://s-5.lanl.gov/cellphone/home.htm.  Until this form is executed, government-owned cellular
telephones cannot be brought into LANL Security Areas.

The LANL Communications Security Officer, S-5, Computer and Technical Security Group will continue
to approve the purchase of cellular telephones.  Approval for purchase will be based on projected needs
and approval by the users Group Leader or higher authority.  Contact the LANL Communications
Security Officer at 665-3430 or 665-1795.

CIC-4, Telecommunications Group,  will continue to provide LANL cellular telephones and service, for
approved units.  Contact CIC-4 by telephone at 667-5533, or reach their WWW site at
http://www.lanl.gov/organization/cic/cic4/htmls/services.html.

The following procedures must be followed to request the utilization of cellular telephones within security
areas:

1. Submit a “Request for Utilization of Cellular Telephone within Security Area” memorandum to
      the LANL Communications Security Officer, MS-G727.  This memorandum will contain in part
      the following.

a. Technical Area and Building.
b. Justification for need (no telephone service available or emergency response).
c. Procedures for utilization (emergency situation only).
d. Description and property number of individual cellular telephone.
e. Approval by Group Leader or higher authority.
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2. The Communications Security Officer will review the memorandum for content and justification.  If
the request is considered reasonable, the memorandum will be forwarded to the DOE/LAAO
Electronics Control Officer.

3. The Department of Energy, Los Alamos Area Office, Electronics Control Officer, will review, and on
a case-by-case basis approve, or disapprove, utilization of cellular telephones within security areas at
LANL and return the request to the LANL Communications Security Officer.

4. If approved by LAAO, the LANL communications Security Officer will provide the user with written
permission for utilization of the cellular telephone.  The authorization document must be available
when using the cellular telephone in a security area.

Misuse of the cellular telephone will result in a security infraction or other appropriate management
action, depending on the circumstances.  Misuse may be subject to review by the LANL/DOE Technical
Surveillance Countermeasures (TSCM) Team under the provision of Potential Technical Surveillance
Equipment.  Misuse will result in the loss of privilege to use cellular telephones.

Non-Government-owned cellular telephones and two-way pagers (capable of transmitting and receiving)
are not allowed in security areas, even with the battery removed, without special permission from the
LANL Communications Security Officer and the DOE, LAAO, Electronics Control Officer.

All Security Area entrances must be posted with the following LANL approved signage, available from
CIC-1, Annie T. Loweree, 665-0156, aloweree@lanl.gov.

mailto:aloweree@lanl.gov

